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Overall assurance on risk management in public administration
Abstract

The article sets out the principles and key process elements for both deriving and delivering overall assurance on risk management and provides an overview for the assurance process. Whatever the detailed nature of the risk relationships that the organisation has with others across the extended enterprise, each relationship will also give rise to a need for assurance to be provided that risk is being managed in that relationship both appropriately and as planned. Provision for obtaining such assurance is an integral part of the relationship.
Introduction

The purpose of addressing risks is to turn uncertainty to the organisation’s benefit by constraining threats and taking advantage of opportunities. Any action that is taken by the organisation to address a risk forms part of what is known as „internal control”.
The exposure may be tolerable without any further action being taken. Even if it is not tolerable, ability to do anything about some risks may be limited, or the cost of taking any action may be disproportionate to the potential benefit gained. In these cases the response may be to tolerate the existing level of risk. This option, of course, may be supplemented by contingency planning for handling the impacts that will arise if the risk is realised.
The purpose of treatment is that whilst continuing within the organisation with the activity giving rise to the risk, action (control) is taken constrain the risk to an acceptable level. Such controls can be further sub-divided according to their particular purpose.
The option of „treat” in addressing risk can be further analysed into four different types of controls:
Preventive controls

These controls are designed to limit the possibility of an undesirable outcome being realised. The more important it is that an undesirable outcome should not arise, the more important it becomes to implement appropriate preventive controls. The majority of controls implemented in organisations tend to belong to this category. Examples of preventive controls include separation of duty, whereby no one person has authority to act without the consent of another (such as the person who authorises payment of an invoice being separate from the person who ordered goods prevents one person securing goods at public expense for their own benefit), or limitation of action to authorised persons (such as only those suitably trained and authorised being permitted to handle media enquiries prevents inappropriate comment being made to the press).
Corrective controls
These controls are designed to correct undesirable outcomes which have been realised. They provide a route of recourse to achieve some recovery against loss or damage. An example of this would be design of contract terms to allow recovery of overpayment. Insurance can also be regarded as a form of corrective control as it facilitates financial recovery against the realisation of a risk. Contingency planning is an important element of corrective control as it is the means by which organisations plan for business continuity / recovery after events which they could not control.
Directive controls

These controls are designed to ensure that a particular outcome is achieved. They are particularly important when it is critical that an undesirable event is avoided - typically associated with Health and Safety or with security. Examples of this type of control would be to include a requirement that protective clothing be worn during the performance of dangerous duties, or that staff be trained with required skills before being allowed to work unsupervised.
Detective controls

These controls are designed to identify occasions of undesirable outcomes having been realised. Their effect is, by definition, „after the event” so they are only appropriate when it is possible to accept the loss or damage incurred. Examples of detective controls include stock or asset checks (which detect whether stocks or assets have been removed without authorisation), reconciliation (which can detect unauthorised transactions), „Post Implementation Reviews” which detect lessons to be learnt from projects for application in future work, and monitoring activities which detect changes that should be responded to.
In designing control, it is important that the control put in place is proportional to the risk. Apart from the most extreme undesirable outcome (such as loss of human life) it is normally sufficient to design control to give a reasonable assurance of confining likely loss within the risk appetite of the organisation. Every control action has an associated cost and it is important that the control action offers value for money in relation to the risk that it is controlling. Generally speaking the purpose of control is to constrain risk rather than to eliminate it.
Communication and learning
Communication and learning is not a distinct stage in the management of risk; rather it is something which runs through the whole risk management process. There are a number of aspects of communication and learning which should be highlighted.
The identification of new risks or changes in risk is itself dependant on communication. „Horizon scanning” in particular depends on maintaining a good network of communications with relevant contacts and sources of information to facilitate identification of changes which will affect the organisation’s risk profile. This can range from information on national security which could affect a government organisations strategic planning, through commercial intelligence about the viability of partner organisations or key contractors, to information about plans which one government organisation has which may affect demands made on another government organisation.
Communication within the organisation about risk issues is important:
· It is important to ensure that everybody understands, in a way appropriate to their role, what the organisation’s risk strategy is, what the risk priorities are, and how their particular responsibilities in the organisation fit into that framework. If this is not achieved, appropriate and consistent embedding of risk management will not be achieved and risk priorities may not be consistently addressed;
· There is a need to ensure that transferable lessons are learned and communicated to those who can benefit from them. For example, if one part of the organisation encounters a new risk and devises an effective control to deal with it, that lesson should be communicated to all others who may also encounter that risk;
· There is a need to ensure that each level of management, including the Board, actively seeks and receives appropriate and regular assurance about the management of risk within their span of control. They need to be provided with sufficient information to allow them to plan action in respect of risks where the residual risk is not acceptable, as well as assurance about risks which are deemed to be acceptably under control. As well as routine communication of such assurance there should be a mechanism for escalating important risk issues which suddenly develop or emerge.
Communication with partner organisations about risk issues is also, especially if the organisation is dependent on the other organisation not just for a particular contract but for direct delivery of a service on behalf of the organisation. Misunderstanding of respective risk priorities can cause serious problems – in particular leading to inappropriate levels of control being applied to specific risks, and failure to gain assurance about whether or not a partner organisation has implemented adequate risk management for itself can lead to dependence on a third party which may fail to deliver in an acceptable way.
It is important to communicate with stakeholders about the way in which the organisation is managing risk to give them assurance that the organisation will deliver in the way which they expect, and to manage stakeholder expectation of what the organisation can actually deliver. This is especially important in relation to risks which affect the public and where the public depend on government to respond to the risk for them.
Summary of horizon scanning issues
Periodicity/Regularity: horizon scanning may be continuous (in an organisation which continuously searches for potential future disruptive challenges) or periodic (e.g. weekly or annually);

Timescale: Policy makers could well be interested in developments over the next twenty-five years whilst horizon scanning that supports operational decision making may be restricted to a six month timeframe;
Scope: Some organisations may be fairly insular in their risk identification processes if they perceive that the major element of risk arises from within the organisation; others may need to consider a much wider scope if they consider that they may face risks from a wider environment. Depending on the nature of the organisation’s business this element of risk identification may range from almost exclusively internal activity to activity that depends on international networks of technical information;

Opportunity/threat: Some horizon scanning is concerned mainly with spotting potential problems, but it can equally be used to scan for opportunities (“positive risks”), and many problems may be translatable into opportunities if spotted early enough;

Rigour/technicality: Horizon scanning varies in the extent to which it is structured and supported by technology. Some organisations use sophisticated assessment schemes and information search technologies; other organisations will rely almost entirely on informal networks of contacts and good judgment.
Principles of assurance on risk management
Planning to gain assurance:
· Assurance strategy – overall assurance will only be gained if a strategic plan for obtaining it is developed 
;
· Assurance process – the processes for obtaining assurance should be embedded into existing processes.
Making explicit the scope of the assurance boundaries:

In order to arrive at an overall opinion the scope of the processes required for obtaining assurance need to encompass the whole of the organisation’s risk management lifecycle. This does not mean that every risk and every control has to be reviewed in order to obtain assurance. However, the review, which takes place, will need to provide:
· Assurance on the Risk Management Strategy - Ascertain the extent to which all line managers review the risks / controls within the ambit of their responsibility;
· Assurance on management of risks/controls - encompass all the key risks and encompass enough of the other risks to support confidence in the overall opinion reached;
· Assurance on the adequacy of the review/assurance process - quality assured to engender confidence in the review process.
Evidence:
The evidence supporting assurance should be sufficient in scope and weight to support the conclusion and be: relevant, reliable, understandable, free from material misstatement, neutral/free from bias, such that another person would reasonably come to the same conclusion.
Evaluation:
The objective is to:
· evaluate the adequacy of the risk management policy and strategy to achieve its objectives;
· evaluate the adequacy of the risk management processes designed to constrain residual risk to the risk appetite;
· identify limitations in the evidence provided or in the depth or scope of the reviews undertaken;
· identify gaps in control and/or over control, and provide the opportunity for continuous improvement; and
· support preparation of the SIC.
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Figure 1 – Overall assurance on risk management 

In evaluating evidence to arrive at an overall judgment or opinion all of the evidence criteria at 3 need to be considered. However it is important to recognise that:

Not all evidence is of the same weight in deriving assurance. Evidence should be weighted:
· According to its independence – the more independent the evidence, the more reliance can be placed on it. However circumstances may exist that could affect the reliability of the information obtained, e.g. for independent external evidence to be reliable the source of the evidence must be also knowledgeable;
· According to its relevance – in determining the overall assurance there is a need to ensure that the evidence relates to those elements of the risk management lifecycle considered to be significant - evidence relevant to the more significant risks is consequently of greater relevance to the overall assurance;
· Evidence may be flawed in terms of both quantity and quality where the evidence criteria are not met, leading to limitations in the assurance that can be provided. For example, merely obtaining more evidence will not compensate where the quality of evidence is low or where the source of evidence is not reliable.
Reviewing and Reporting:
· Assurances are reported from many different sources within an organisation: from external sources, from suppliers and contractor, from third parties, from management and practitioner review internal to the organisation and from internal independent or neutral sources etc. The Assurance Strategy needs to define stages where assurances will be evaluated and opinions reported through the various layers of management to the Board.
· Assurance opinions need to be reported clearly, and worded so as to clearly communicate the scope and criteria used in arriving at those conclusion.
The extended enterprise
No organisation is entirely self-contained – it will have a number of inter-dependencies with other organisations. These inter-dependencies are sometimes called the „extended enterprise” and will impact on the organisation’s risk management, giving rise to certain additional risks which need to be managed. These considerations should include the impact of the organisation’s actions on other organisations.
Many organisations will have inter-dependencies with other Government organisations with which they do not have a direct control relationship – the delivery of their objectives will depend upon / impact upon the delivery of the other organisation’s objectives. In these circumstances what one organisation does will have a direct impact on the risks which another organisation faces, and effective liaison between the two organisations is essential to facilitate an agreed risk management approach which will allow both to achieve their objectives.
Many government organisations will have a relationship with bodies which they either „parent” or which have a „parent” role over them. In particular many policy departments are dependent on Executive Agencies or Non-Departmental Public Bodies (NDPBs) for delivery of their policy, and many Executive Agencies and NDPBs are constrained in policy by their parent department. In these circumstances the risk priorities of a parent department will impact on the priorities of the organisations which they sponsor, and the sponsored organisations’ experience of managing risk in delivery of the policy needs to be considered by the parent organisation in the further development of policy. Regular and open discussion of risk issues between parent organisations and sponsored organisations is critical to the overall effective delivery of public service 
.
Probably all government organisations will have dependencies on contractors or other third parties, although the extent of these dependencies will vary. These relationships may range from straightforward supply of goods which the organisation requires in order to function, through to delivery of major services to, or on behalf of, the organisation. In some cases a contract with a third party will have been created to deliberately transfer risk which the third party is in a better position to manage. This could include Public Private Partnerships or contracted out services such as delivery of the IT infrastructure for the organisation. A particular potential problem here is when the organisation has a high dependency on a contractor, but the organisation is only a minor client for the contractor (for example, a small NDPB purchasing bespoke software from a major IT consulting firm). It is important that organisations consider each of their significant relationships with contractors and third parties and ensure that appropriate communication and understanding about respective risk priorities is achieved.
Conclusions

It is important that an organisation should consider its wider risk environment and identify the way in which it impacts on its risk management strategy.
In particular, laws and regulations, can have an effect on the risk environment. It is important for an organisation to identify the ways in which laws and regulations make demands on it, either by requiring the organisation to do certain things or by constraining the actions which the organisation is permitted to take. For example, the way in which an organisation handles the risk of staff performing inadequately is constrained by employment legislation.
The economy, both domestically and internationally, is another important element of the risk environment. Whilst for most organisations the general economy is a given, it does affect the markets in which they have to function in obtaining or providing goods and services; in particular the economy can have an effect on the ability of an organisation to attract and retain staff with the skills which the organisation needs.

A particular aspect of the risk environment which is important for government organisations is Government itself. In principle, government organisations exist to deliver the policies which the Government and its Ministers have decided upon. There is a particular strand of risk management which is important in providing Ministers with risk based policy advice. Nevertheless, officials in government organisations may be constrained in the risks which they do or do not take by policy decisions.

Every organisation is also constrained by stakeholder expectation. Risk management actions, which appear good value and effective in the abstract, may not be acceptable to stakeholders. For government organisations this is especially important in respect of relationships with the public; actions that would be effective at dealing with a specific risk may have other effects that the public are unwilling to accept.
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