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Management of risk in government organisations
Abstract

The article presents the concepts of risk management in government organisations. It also focuses on both internal processes for risk management and consideration of the organisation’s risk management in relation to the wider environment in which it functions. It aims to provide an introduction to the range of considerations which apply in risk management, all of which can be applied at various levels ranging from the development of a strategic, organisation-wide risk policy through to management of a particular project or operation.
Introduction

In recent years all sectors of the economy have focused on management of risk as the key to making organisations successful in delivering their objectives whilst protecting the interests of their stakeholders. Risk is uncertainty of outcome, and good risk management allows an organisation to:

· have increased confidence in achieving its desired outcomes,
· effectively constrain threats to acceptable levels,
· take informed decisions about exploiting opportunities.

Good risk management also allows stakeholders to have increased confidence in the organisation’s corporate governance and ability to deliver.
Whatever the purpose of the organisation may be, the delivery of its objectives is surrounded by uncertainty which both poses threats to success and offers opportunity for increasing success.
Risk is defined as this uncertainty of outcome, whether positive opportunity or negative threat, of actions and events. The risk has to be assessed in respect of the combination of the likelihood of something happening, and the impact which arises if it does actually happen. Risk management includes identifying and assessing risks (the „inherent risks”) and then responding to them.
The resources available for managing risk are finite and so the aim is to achieve an optimum response to risk, prioritised in accordance with an evaluation of the risks. Risk is unavoidable, and every organisation needs to take action to manage risk in a way which it can justify to a level which is tolerable. The amount of risk which is judged to be tolerable and justifiable is the „risk appetite”.
Response, which is initiated within the organisation, to risk is called „internal control” and may involve one or more of the following:
· tolerating the risk,
· treating the risk in an appropriate way to constrain the risk to an acceptable, level or actively taking advantage, regarding the uncertainty as an opportunity to gain a benefit,
· transferring the risk,
· terminating the activity giving rise to the risk.
In any of these cases the issue of opportunity arising from the uncertainty should be considered.
The level of risk remaining after internal control has been exercised (the „residual risk”) is the exposure in respect of that risk, and should be acceptable and justifiable – it should be within the risk appetite.
The risk management model
The management of risk is not a linear process; rather it is the balancing of a number of interwoven elements which interact with each other and which have to be in balance with each other if risk management is to be effective. Furthermore, specific risks cannot be addressed in isolation from each other; the management of one risk may have an impact on another, or management actions which are effective in controlling more than one risk simultaneously may be achievable.
The whole model has to function in an environment in which risk appetite has been defined. The concept of risk appetite (how much risk is tolerable and justifiable) can be regarded as an „overlay” across the whole of this model.
The model presented here, by necessity, dissects the core risk management process into elements for illustrative purposes but in reality they blend together. In addition, the particular stage in the process which one may be at for any particular risk will not necessarily be the same for all risks.
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Figure 1 – The risk management model 

The model illustrates how the core risk management process is not isolated, but takes place in a context; and, how certain key inputs have to be given to the overall process in order to generate the outputs which will be desired from risk management.
Identifying risks
In order to manage risk, an organisation needs to know what risks it faces, and to evaluate them. Identifying risks is the first step in building the organisation’s risk profile. There is no single right way to document an organisation’s risk profile, but documentation is critical to effective management of risk.
The identification of risk can be separated into two distinct phases. There is:
· initial risk identification (for an organisation which has not previously identified its risks in a structured way, or for a new organisation, or perhaps for a new project or activity within an organisation),

and there is
· continuous risk identification which is necessary to identify new risks which did not previously arise, changes in existing risks, or risks which did exist ceasing to be relevant to the organisation (this should be a routine element of the conduct of business).
In either case risks should be related to objectives. Risks can only be assessed and prioritised in relation to objectives (and this can be done at any level of objective from personal objectives to organisational objectives). Care should be taken to identify generic risks which will impact on business objectives but might not always be immediately apparent in thinking about the particular business objective. When a risk is identified it may be relevant to more than one of the organisation’s objectives, its potential impact may vary in relation to different objectives, and the best way of addressing the risk may be different in relation to different objectives (although it is also possible that a single treatment may adequately address the risk in relation to more than one objective). In stating risks, care should be taken to avoid stating impacts which may arise as being the risks themselves, and to avoid stating risks which do not impact on objectives; equally care should be taken to avoid defining risks with statements which are simply the converse of the objectives. A statement of a risk should encompass the cause of the impact, and the impact to the objective („cause and consequence”) which might arise.
The individual risks which an organisation identifies will not be independent of each other; rather they will typically form natural groupings. For instance, there may be a number of risks which can be grouped together as „resources” and further risks which can be grouped together as „environmental”. Some risks will be relevant to several of the organisation’s objectives. These groupings of risks will incorporate related risks at strategic, programme and operational levels. It is important not to confuse a grouping of risks with the risks themselves. Risks should be identified at a level where a specific impact can be identified and a specific action or actions to address the risk can be identified. All risks, once identified, should be assigned to an owner who has responsibility for ensuring that the risk is managed and monitored over time. A risk owner, in line with their accountability for managing the risk, should have sufficient authority to ensure that the risk is effectively managed; the risk owner may not be the person who actually takes the action to address the risk.
It is necessary to adopt an appropriate approach or tool for the identification of risk. Two of the most commonly used approaches are:
· Commissioning a risk review: A designated team is established (either in-house or contracted in) to consider all the operations and activities of the organisation in relation to its objectives and to identify the associated risks. The team should work by conducting a series of interviews with key staff at all levels of the organisation to build a risk profile for the whole range of activities (but it is important that the use of this approach should not undermine line management’s understanding of their responsibility for managing the risks which are relevant to their objectives);
· Risk self-assessment: An approach by which each level and part of the organisation is invited to review its activities and to contribute its diagnosis of the risks it faces. This may be done through a documentation approach (with a framework for diagnosis set out through questionnaires), but is often more effectively conducted through a facilitated workshop approach (with facilitators with appropriate skills helping groups of staff to work out the risks affecting their objectives). A particular strength of this approach is that better ownership of risk tends to be established when the owners themselves identify the risks.
These approaches are not mutually exclusive, and a combination of approaches to the risk identification process is desirable – this sometimes exposes significant differences in risk perception within the organisation. These differences in perception need to be addressed to achieve effective integration of risk management at the various levels of the organisation.
Assessing risk
There are three important principles for assessing risk:

· ensure that there is a clearly structured process in which both likelihood and impact are considered for each risk,
· record the assessment of risk in a way which facilitates monitoring and the identification of risk priorities,
· be clear about the difference between, inherent and residual risk.
Some types of risk lend themselves to a numerical diagnosis - particularly financial risk. For other risks - for example reputational risk - a much more subjective view is all that is possible. In this sense risk assessment is more of an art than a science. It will be necessary, however, to develop some framework for assessing risks. The assessment should draw as much as possible on unbiased independent evidence, consider the perspectives of the whole range of stakeholders affected by the risk, and avoid confusing objective assessment of the risk with judgement about the acceptability of the risk 
.
This assessment needs to be done by evaluating both the likelihood of the risk being realised, and of the impact if the risk is realised. A categorisation of high / medium / low in respect of each may be sufficient, and should be the minimum level of categorisation – this results in a „3x3” risk matrix. A more detailed analytical scale may be appropriate, especially if clear quantitative evaluation can be applied to the particular risk - „5x5” matrices are often used, with impact on a scale of „insignificant / minor / moderate/ major/ catastrophic” and likelihood on a scale of „rare / unlikely / possible / likely / almost certain”. There is no absolute standard for the scale of risk matrices - the organisation should reach a judgement about the level of analysis that it finds most practicable for its circumstances.
When the assessment is then compared to the risk appetite, the extent of action required becomes clear. It is not the absolute value of an assessed risk which is important; rather it is whether or not the risk is regarded as tolerable, or how far the exposure is away from tolerability, which is important.
Thinking about risk frequently focuses on residual risk (i.e. the risk after control has been applied which, assuming control is effective, will be the actual exposure of the organisation). Residual risk, of course, will often have to be re-assessed – for example, if control is adjusted. Assessment of the anticipated residual risk is necessary for the evaluation of proposed control actions 
.

Once risks have been assessed, the risk priorities for the organisation will emerge. The less acceptable the exposure in respect of a risk, the higher the priority which should be given to addressing it. The highest priority risks (the key risks) should be given regular attention at the highest level of the organisation, and should consequently be considered regularly by the Board. The specific risk priorities will change over time as specific risks are addressed and prioritisation consequently changes.
Risk Appetite
The concept of a „risk appetite” is key to achieving effective risk management and it is essential to consider it before moving on to consideration of how risks can be addressed. The concept may be looked at in different ways depending on whether the risk (the uncertainty) being considered is a threat or an opportunity:

· When considering threats the concept of risk appetite embraces the level of exposure which is considered tolerable and justifiable should it be realised. In this sense it is about comparing the cost (financial or otherwise) of constraining the risk with the cost of the exposure should the exposure become a reality and finding an acceptable balance;
· When considering opportunities the concept embraces consideration of how much one is prepared to actively put at risk in order to obtain the benefits of the opportunity. In this sense it is about comparing the value (financial or otherwise) of potential benefits with the losses which might be incurred (some losses may be incurred with or without realising the benefits).
It should be noted that some risk is unavoidable and it is not within the ability of the organisation to completely manage it to a tolerable level – for example many organisations have to accept that there is a risk arising from terrorist activity which they cannot control. In these cases the organisation needs to make contingency plans.
In either case the risk appetite will best be expressed as a series of boundaries, appropriately authorised by management, which give each level of the organisation clear guidance on the limits of risk which they can take, whether their consideration is of a threat and the cost of control, or of an opportunity and the costs of trying to exploit it. This means that risk appetite will be expressed in the same terms as those used in assessing risk. An organisation’s risk appetite is not necessarily static; in particular the Board will have freedom to vary the amount of risk which it is prepared to take depending on the circumstances at the time.
Effective management and application of delegated risk appetite requires escalation processes. It is possible to set ‘trigger points’ where risks can be escalated to the next level of management as they approach or exceed their agreed risk appetite levels. The next level up in the hierarchy would then take appropriate action, which may mean managing the risk directly, or could mean adjusting the level of risk that they are happy for the level below to manage. It is also often the case that a higher level of management, with a wider portfolio of risk to manage, has more scope to accept higher risks in particular areas as they can offset them against other lower risks in their portfolio.
Addressing risk
The purpose of addressing risks is to turn uncertainty to the organisation’s benefit by constraining threats and taking advantage of opportunities. Any action that is taken by the organisation to address a risk forms part of what is known as “internal control”. There are five key aspects of addressing risk:
TOLERATE

The exposure may be tolerable without any further action being taken. Even if it is not tolerable, ability to do anything about some risks may be limited, or the cost of taking any action may be disproportionate to the potential benefit gained. In these cases the response may be to tolerate the existing level of risk. This option, of course, may be supplemented by contingency planning for handling the impacts that will arise if the risk is realised.
TREAT

By far the greater number of risks will be addressed in this way. The purpose of treatment is that whilst continuing within the organisation with the activity giving rise to the risk, action (control) is taken constrain the risk to an acceptable level. Such controls can be further sub-divided according to their particular purpose.
TRANSFER

For some risks the best response may be to transfer them. This might be done by conventional insurance, or it might be done by paying a third party to take the risk in another way. This option is particularly good for mitigating financial risks or risks to assets. The transfer of risks may be considered to either reduce the exposure of the organisation or because another organisation (which may be another government organisation) is more capable of effectively managing the risk. It is important to note that some risks are not (fully) transferable – in particular it is generally not possible to transfer reputational risk even if the delivery of a service is contracted out. The relationship with the third party to which the risk is transferred needs to be carefully managed to ensure successful transfer of risk.
TERMINATE 

Some risks will only be treatable, or containable to acceptable levels, by terminating the activity. It should be noted that the option of termination of activities may be severely limited in government when compared to the private sector; a number of activities are conducted in the government sector because the associated risks are so great that there is no other way in which the output or outcome, which is required for the public benefit, can be achieved. This option can be particularly important in project management if it becomes clear that the projected cost / benefit relationship is in jeopardy.
TAKE THE OPPORTUNITY 

This option is not an alternative to those above; rather it is an option which should be considered whenever tolerating, transferring or treating a risk. There are two aspects to this. The first is whether or not at the same time as mitigating threats, an opportunity arises to exploit positive impact. For example, if a large sum of capital funding is to be put at risk in a major project, are the relevant controls judged to be good enough to justify increasing the sum of money at stake to gain even greater advantages? The second is whether or not circumstances arise which, whilst not generating threats, offer positive opportunities. For example, a drop in the cost of goods or services frees up resources which can be re-deployed.
In designing control, it is important that the control put in place is proportional to the risk. Apart from the most extreme undesirable outcome (such as loss of human life) it is normally sufficient to design control to give a reasonable assurance of confining likely loss within the risk appetite of the organisation. Every control action has an associated cost and it is important that the control action offers value for money in relation to the risk that it is controlling. Generally speaking the purpose of control is to constrain risk rather than to eliminate it.
Conclusions

None of this takes place in a vacuum. Every organisation functions within an environment which both influences the risks faced and provides a context within which risk has to be managed. Further, every organisation has partners on which it depends in the delivery of its objectives whether they be simply suppliers of goods which the organisation requires or direct partners in the delivery of objectives. Effective risk management needs to give full consideration to the context in which the organisation functions and to the risk priorities of partner organisations.
The management of risk at strategic, programme and operational levels needs to be integrated so that the levels of activity support each other. In this way the risk management strategy of the organisation will be led from the top and embedded in the normal working routines and activities of the organisation. All staff should be aware of the relevance of risk to the achievement of their objectives and training to support staff in risk management should be available.
Managers at each level therefore need to be equipped with appropriate skills which will allow them to manage risk effectively and the organisation as a whole needs a means of being assured that risk management is being implemented in an appropriate way at each level. Every organisation should have a risk management strategy. The application of that strategy should be embedded into the organisation’s business systems, including strategy and policy setting processes, to ensure that risk management is an intrinsic part of the way business is conducted.
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